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The Darknet

« Peer- to- peer (P2P) networks are virtual
networks created when users’ computers connect
over the Internet.

- They are often used for file- sharing: users want
to publish files for others in the network to see.

- Traditionally, P2P networks have used centralized
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The Darknet, cont.

« There 1s no way of hiding in these networks. If
you have a file: everybody knows.

- Networks, and users, are under attack from
governments and others.

- A “Darknet” 1s a P2P network where your
computer talks only to your trusted friends.
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« Kleinberg’s model tells us what proportion of the
links should have different lengths for efficient
routing to be possible.

© We can assign numerical identities placing nodes
in a circle in a manner that attempts to fulfill this
roperty.
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* When nodes join the network, they choose a
position on the circle randomly.

- They then switch positions with other nodes, so
as to minimize the product of the edge distances.
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An advantageous switch of position:
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The Method, cont.

An advantageous switch of position:
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Some notes:

© Switching is essential!
- Because this 1s an ongoing process as the network
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The Algorithm

» Two nodes are chosen in some random fashion,
and attempt to switch.

- They calculate ¢} as the product of all the lengths
of their current connections. Then they calculate
¢,, as the product of what all their respective

connection lengths would be after they switched.




The Algorithm, cont.

Let d(z) give the degree (number of connections) of a

node z, and let ¢;(z) and €. (z) be distance of 2’s i- th
connection before and after a switch occurs. Let nodes
x and y be the ones attempting to switch. Calculate:
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- Q@Qreedy routing 1in Kleinberg’s model with
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The average length of the successful routes:
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* Simulated networks are only so interesting, what
about the real world?

+ We borrowed some data from orkut.com. 2196
people were spidered, starting with Ian.
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